Corporate Risk Assessment (July 2021)
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The council is unable to make |It is harder each year to make ongoing budget reductions as easier decisions have already been made. The council manages this risk through existing budget and |Develop proposals for a stronger focus on future and multiple year
robust medium to long term If more difficult decisions about cutting or reducing service levels against a background of declining business planning processes which include early financial planning including scrutiny and outline budget decisions by
decisions requiring service budgets are not made, then the council will not deliver the changes necessary to achieve a balanced identification of savings targets and development of elected members for multiple years.
change budget which will result in it being in breach of its legal responsibilities. The true impact of COVID options for cabinet, challenge from BREP, scrutiny and
remains unclear in terms of the Council's financial sustainability. careful planning and difficult choices formal and informal briefings of members and political Cabinet and Corporate Management Board are continuing to meet
will be key to ensuring that a balanced financial position is able to be maintained. groupings. The impact of COVID has been significant in regularly as part of the budget planning process for 2021-22 and Feb-2021 then
1 4 s 20 Treat Jan-19 terms of both timetable and the focus on achieving beyond. ThIS has fc‘)c‘ussed r?ot only on the immediate .reqwr.ement cMB Jun-2021 Nov-2021 ongoing 3 . 15 Smarter use
savings. Due to the more generous WG settlement for for a possible £9 million savings for 2021-22 but also discussion to quarterly of resources
20/21 the savings targets were lower than usual and so begin to shape a longer term strategy for the Council based on review
most of those will be met. Work to deliver a balanced projected savings over the next 3-4 years. There remains significant
budget for 2021/22 and beyond is underway, but many uncertainty around the financial position, as COVID costs continue
aspects remain uncertain. to emerge. However, WG have funded a high proportion of costs to
date, which has mitigated the risk.
The council is unable to deliver | If the council is unable to change the way that staff work, including new roles, collaborations and the The council has a number of programmes and strategies |Further development of a 'One Council' culture and
transformation including acquisition of new skills, it will be unsuccessful in delivering service transformation which will lead to in place that either directly support specific proposals for [transformational change has progressed in recent years and has
agreed financial savings it not meeting its commitments within available budgets. service improvement, provide wider transformation been accelerated as a response to the Covid-19 pandemic. A much
opportunities and /or financial savings. Further more corporate approach to service provision and transformation
transformation opportunities have been identified that has been driven by CMB. Our response to the pandemic has
are intended to support a 'One Council' culture and challenged the way that we work across all services, and we will
support staff and managers through transformation. need to quickly adapt and learn any lessons from this that can be
embedded into 'new normal’ and recovery.
The Council has agreed a Digital Strategy and under the Digital
Programme Board will progress a number of projects using digital
solutions that are designed around the people that use them, to
deliver seamless connectivity, and support the vulnerable in our
communities. This is complemented by a more digital staff, as a
result of the pandemic and the need to work differently and in a
more agile way. A review of Council processes over recent months
has meant that some deemed unnecessary and bureaucratic have
ceased but full compliance with those that remain is required.
Examples of processes which have stopped without impacting on
compliance include the cessation of wet ink signing and printing of
5 4 4 16 Treat Jan-19 documents as documentation is now el.ectronlc.ally 5|gr1ed, physical CMB Jun-2071 Nov-2021 Ongoing 5 4 8 All V\{eII—IBemg
attendance to open tenders replaced with opening on-line, a move Objectives

to electronic authorisation of invoices on the Electronic Documents
Record Management system and the replacement of in attendance
training events with on-line remote training. The Organisational
Development team are constantly reviewing the type of methods of
training and development that staff have available to them to meet
current challenges, whilst ensuring an appropriate balance is
retained in also promoting and enhancing the wellbeing of those
staff in work. Staff are able to access more on-line learning
opportunities than previously, and there has been a move away
from physical attendance at training courses, which used to be
prohibitive. This has widened the range of opportunities, enabled
more staff to participate and consequently increased skill sets. The
Council is also pushing forward on its apprenticeship programme
and considering a graduate programme to enable it to develop
more in-house skills to enable us to take forward alternative, less
traditional, delivery models, thus reducing the need to buy in
expertise. Not only will this deliver future financial savings, but will
also build a more resilient workforce.
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The council is unable to If reducing budgets and a reducing workforce decreases the council’s ability to ensure compliance The council manages this risk in a number of ways that The Council has kept in close contact with its partners throughout
respond to legislative change |with statutory requirements and to adapt successfully to an ever changing legislative landscape there are contingent on the particular service area affected. the pandemic and has been able to flex and adapt services as
is a risk that the council will be in breach of its legal responsibilities and may receive adverse This might include reducing service quality or required. Waste services continued with some adaptations, but
regulatory reports, adverse publicity, fines and ultimately the threat of prosecution. reprioritising a response to a legislative change over other [there will be a prolonged period of re-start and recovery for leisure
Treat or activity or transferring risk - for example, where legally and cultural services, and a shared risk for continuation of services. ‘ All Well-Being
5 4 20 Transfer Jan-19 [possible, by transferring responsibility to another CMB Jun-2021 Nov-2021 On-going 3 4 12 Objectives
provider. However, some service areas are subject to a
non delegable duty of care. Examples of where the
council has shared risk are Leisure, Cultural services and
Waste.
The council is unable to If the council does not raise sufficient capital to maintain its infrastructure, including roads, street The council has a ten year capital programme. The A revised capital strategy has been prepared and agreed by Council
identify and deliver lights, buildings and technology then it may deteriorate bringing financial and safety risks which could development of this programme and arrangements for its [setting out capital spending plans and priorities for the next 10
infrastructure required in the |lead to adverse incidents, reports, publicity, fines and ultimately prosecution. review and updating are well established. However the years. The Capital Programme will be reviewed quarterly and will Supporting a
medium to longer term council has identified scope to improve upon this to be updated by Cabinet and Council. Complete with SUCCf?SSfU'
4 5 20 Treat Jan-19 |ensure that these needs are balanced with other demands CMB Jun-2021 Nov-2021 ongoing 3 5 15 sustainable
for capital (such as new schools). review economy and
smarter use of
resources
The council is unable to If the council is unable to successfully build on the progress made, during the first year, of operating The Council has worked hard during the first year to Continue to work with the Health Board, local government and
develop positive working within a new region with the health Board, local government and third sector partners, there is a risk embed Bridgend in the new Cwm Taf Morgannwg third sector partners to ensure processes are in place to develop
relationships across all that appropriate care to citizens through new service models and relationships will be slowed down partnerships and build a solid platform for delivery of regional approaches to service delivery. This includes effective
partners within the new region |or not be delivered resulting in citizens receiving a less satisfactory service with poorer outcomes. services. This was tested through the COVID pandemic management and monitoring of regional grant funding that is
to ensure that the needs of the and there are a number of strands of work to look at directed through the Partnership Board and the ongoing
Bridgend community are fairly 'what worked' and 'what worked less well'. It will be development of integrated services. Helping
recognised in the immediate important for the Council to learn lessons from this people and
future. period, both as a body and as a key partner, and to build communities
4 4 16 Treat Jan-19 |on those strengths for the future. By working with the CMB Jun-2021 Nov-2021 Feb-2021 2 4 8 to be more
new region, Bridgend has continued to receive Integrated healthy and
Care Funding for a range of bids that have enabled either resilient and
the continuation of previously funded services or assisted smarter use of
with the development of new service initiatives. It will be resources
important to continue this relationship to secure further
ICF for future projects.
The council fails to safeguard |If budgets and the workforce continue to decline there is a risk that the council will be unable to The council has well established mechanisms to ensure The review by internal audit identified gaps in completion of
vulnerable individuals e.g. provide the necessary services to vulnerable people resulting in the possibility that vulnerable people compliance with statutory responsibilities. This includes |mandatory training through e learning. These gaps are identified,
children, adults in need of will not be kept safe and be encouraged to greater—self-reliance. its own operational safeguarding board and active reported on and monitored by Human Resources Department. The Helping
social care, homeless etc. management of demand and caseloads. All meetings of  |Director of Social Services and Well-being presented the action plan people and
Jan-19 CMB and of Cabinet/CMB have a standing item to to address the recommendations made by Internal Audit and the communities
consider safeguarding matters and allow for appropriate |Audit Committee in July 2020. Members were content with the Completed to be more
4 > 20 Treat management actions to be taken quickly. Good action plan and asked for a progress report in due course. cMB Jun-2021 Nov-2021 [ with ongoing [ 2 5|10 healthy and
management oversight with robust quality assurance and monitoring resilient and
risk management arrangements will mitigate presenting [The full range of Safeguarding activities was reported to Overview smarter use of
risks. and Scrutiny Committee on 3 July 2019. resources
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The council is unable to plan If the council does not have the capacity and expertise to plan for and protect itself against major The council has anti virus installed which is regularly Cyber resilience training continues to be rolled out.
for and recover from major threats such as cyber-attack, civil emergencies and significant financial variations there is a risk that updated. All critical data is backed up and located offsite. TBC
threats to service continuity there may be a failure to deliver services and a balanced financial position which could harm citizens Software update processes exist that includes the
such as civil emergencies, who rely on council services. installation of patches. Security awareness training is
school failure, cyber attack and provided to all employees. The council has responded swiftly and appropriately to the
discontinuation of funding The council has established emergency planning increased risk posed by increased reliance on ICT and the network.
streams and major contracts arrangements including a Major Incident Plan and A number of changes - some significant - were made during this
contributes to the South Wales Local Resilience Forum period that has helped to mitigate the increased risk. Throughout
(SWLRF) and South Wales Resilience Team (SWRT). the period the Council has stayed connected and resilient with
Contract conditions are included in relevant contracts. many services being delivered remotely. All Well-Being
7 4 4 16 Treat The terms of these conditions will vary depending on the CMB Jun-2021 Nov-2021 3 4 12 Objectives
nature of the contract, but will cover compliance with The situation is being monitored on an ongoing basis.
Jan-19 |GDPR, security of personal information and general cyber Ongoing
security. Where contracts are awarded via a framework
the necessary conditions will be imposed by the
contracting agency for the framework. This has been an
increased risk throughout the COVID period with
significantly increased risk of attack and many more
sophisticated attempts to disrupt the Council's network.
The council is unable to attract, |If there is a continual decreasing number of suitably skilled and experienced staff then there may not The council has workforce planning in place (through The council will continue to monitor the profile of the workforce
develop or retain a workforce [be the expertise required to deliver services and protect the interests of the council. This is a directorate level service planning) and is prioritising finite and identify challenges through the business planning process.
with the necessary skills to particular concern for the statutory Section 151 role. This could lead to the wellbeing of citizens training budget to ensure that key skills and qualifications | Appropriate action plans will be developed. The
meet the demands placed suffering and a loss of morale amongst the remaining staff if they feel unsupported and are seeking to are targeted with a particular focus on management staff survey has been completed and a range of actions
upon the authority and its work elsewhere. development. In addition the council is using implemented. These will improve engagement and feedback and
services apprenticeships to actively bring in or develop key skills shape the learning and development programme. The council will
(such as Welsh language skills or ICT capability). This prioritise role specific training to enable staff to do what is
investment has been enhanced in 2020/21. In specific expected of them, it will promote good practice examples of staff
service areas the council is actively seeking opportunities development and maximise access to funded learning and
to collaborate where this will enhance capacity or development programmes. The future focus for managers will build
resilience. To support recruitment and retention a market | on the current provision of training and continue to encourage
supplement policy is being explored which will set out inspired individuals to gain and apply knowledge, skills, insights and
how the Council may, in exceptional circumstances, offer attitudes to their roles. Staff have been a key priority during the
an additional temporary supplement to the grade of a COVID pandemic, with many working long hours and going 'out of
post as identified through the Council's grading scheme. In| their way' to ensure that residents were looked after. Programmes
specific service areas the council is actively seeking to help with staff well-being have been made widely available and
opportunities to collaborate where this will enhance advertised on a regular basis. Managers have been requested to
capacity or resilience. look after both service delivery and staff well being in a balanced All Well-Being
8 4 4 16 Treat Jan-19 way. CMB Jun-2021 Nov-2021 Ongoing 4 4 16

Objectives




APPENDIX A

IDENTIFIED RISK ACTION PLAN
No. . Control | Date Risk Last Residual risk Well-Being
There is a risk that if.. Consequences of risk Raw risk score method s¢fore How is the council addressing this risk O ROl L UL ERL DLIB LEIE TR NC: s . who Reviewed Ne-xt e score REE
assigned reflected here Review | completed by
Li Im | Total Li Im |Total
Important council services are |If the suppliers of council services are not resilient there is a risk that they may fail to deliver those The council's strongest defence against this is through its [Social Services have quarterly forum meetings with providers
compromised due to the services leading to disruption for citizens and the council, which will be impacted as it seeks to restore procurement strategy and procurement processes. When |where risks, issues and pressures are identified. There are regular
failure of a key supplier provision and suffers a loss of reputation. tendering for services the council requires contingency contract monitoring visits to monitor performance and quality. This
arrangements to be in place to allow for the eventuality [has continued throughout the pandemic. Ongoing
of supplier failure (for example in the case of refuse and Helping
recycling collection contracts). The council also seeks to people and
shape the market where possible to avoid over reliance communities
5 A 4 16 Treat or Jan1s |°" singlt? suppliers (for exa‘rr.iple in sc?cial care). Where Directorates to monitor. the firTancide perforrr.1ance and stébility of CMB Jun-2021 Nov-2021 4 s || be more
Transfer appropriate contract conditions are included to ensure contractors on an ongoing basis. Dialogue with some major healthy and
the contractor has the appropriate level of security suppliers is required and contingency planning has been resilient and
required for the service they provide. This will differ progressed. This has become increasingly important due to the smarter use of
depending on the nature of the service and the legal fragility of the market and the economic situation as a result of Ongoing resources
requirements applicable. COVID. Many suppliers are going through difficult times and we will
need to monitor closely to ensure that critical services do not
collapse.
The Council is in breach of the |If Directorates do not comply with the GDPR action may be taken by the regulator which could result Prior to GDPR an implementation group was established |Directorates to ensure that staff have access to all the data
GDPR because Directorates do |[in fines and in a loss of reputation for the council, including with citizens. Properly complied with, with representation from each Directorate and each protection policies and undertake the mandatory e-learning
not take ownership of, or GDPR will increase public trust and citizens confidence in how their data is handled by the Council. Directorate undertook an audit of the data it holds. The [training. There is a risk of GDPR not being reflected by staff when
properly resource, their Information Governance Board meets quarterly. A Data [performing certain activities leading to non compliance and
responsibilities under the Protection Officer has been appointed and the council has [penalties imposed by the ICO. The information Governance Board is
10 Regulation (GDPR). 4 4 16 Treat Jun-20 |undertaken a review of its data protection and privacy continuing to meet. Following the move to remote working, staff CMB Jun-2021 Nov-2021 Ongoing 3 2 6 Smarter use
policies and procedures, established an E-Learning model [have been reminded of compliance via Bridgenders messages and of resources
for staff and also provided training to Members. There is |[another message is due imminently.
a data breach reporting procedure in place.
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Recovery/restoration of Additional measures will need to be considered, with revised protocols with potentially additional Full risk assessments at a service level will provide Comprehensive service risk assessment, implement key actions
services - the restoration of costs, and increased operational burdens, to meet relevant guidance and provide safe service and evidence of where interventions are required and new from the service recovery plans completed by Directorates, identify
some Council services will working environments. Specific measures at a Directorate level will need to be assessed for the ways of working need to be implemented. A risk tool for |and action the lessons learnt from the experiences of service
require new ways of working to|reopening of schools, including school transport and catering arrangements and assessing the needs individual members of staff and elected members will be |provision over the last 5/6 months during the pandemic and
be established and of pupils with additional learning needs. Assessing the additional social care implications from having distributed for self assessment to determine if special lockdown, identify and consider service business cases for
implemented to ensure Covid [to work more remotely including the impact of remote assessments and less direct face to face measures are required to be implemented to protect additional investment (as well as where there might be some
safe environments for staff and [contact for things like day services, the additional service requirement to meet the enhanced those individuals. Revised protocols are being developed |savings from stopping areas of service or closing previous
the public . expectation that all homeless people will be provided with housing options and wrap around services, to advise staff on good practice and business cases are provision), ensuring ongoing and comprehensive communication
and the safe distancing, cleansing and hygiene and enhanced ICT provision required to allow effective prepared where additional investment is required to and engagement as necessary.
reopening of the Council’s core office portfolio on a gradual basis as well as better supporting agile meet new operating procedures. Enhanced
working and working from home on an ongoing and more permanent basis, ensuring all health and communication with staff, elected members and the
safety requirements are understood and addressed. There is also a general risk that some members of public (including parents and pupils) will be necessary to
the public, some staff and some elected members will not necessarily understand why new and mitigate some concerns and fears and ensure a better
different ways of working are necessary and may not be supportive, for example increased working Sep-20 |understanding of the Council’s position.
away from the office and services offered on a predominantly ‘digital' basis. Local coronavirus restrictions were replaced when at the
These issues may result in decreased capacity and therefore an inability to meet service demands, end of December 2020 higher-level restrictions came into
potential for claims against the Council based on health and safety, an increased likelihood that some force in all of Wales to control the spread of the virus
residents will be unable or unwilling to take up provision of services, an increased financial burden on which was accelerating and present in all local
the Council on a recurring basis. communities, these restrictions would continue to protect Ongoing
the public health for people living in the country. The recovery once
11 5 | 4 | 20 | Treat main restrictions are: CMB Jun-2021 | Nov-2021 | Secondwave | o1 5 | g | Smarteruse

- closure of all non-essential retail including close contact
services & all leisure & fitness centres

- closure of all hospitality premises

- tighter restrictions on household mixing, staying at
home & holiday accommodation

- to not create an extended household (single adults or
single parents may join with one other household to form
an exclusive support bubble)

- to not travel without reasonable excuse.

of virus eases
& subject to
future peaks.

of resources
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Public Health/Protecting the  |A need to divert resource to ensure adequate planning, together with our partners in the Health Planning effectively with our partners a joint Cwm Taf Establishment of sustainable and resilient TTP team and
Public - the Council will need to|Board and the third sector, of programmes of work to address these matters which if they are not Morgannwg TTP team has been established across the programme of work, workstream established to plan and prepare Ongoing
take an enhanced public health [dealt with properly or the measures are ineffective will lead to increased local infection and Bridgend, RCT and Merthyr area to ensure enhanced for mass vaccination requirement, engagement and support during the
leadership role for a sustained |potentially increased fatalities, increased sickness levels including for the Council, significantly resilience and, following initial secondments, a full time  [procedures for most vulnerable established, enhanced wellbeing remainder of
period of time and that this will|increased demand for services and in a worst case scenario further local lockdowns. team is now being appointed based in RCT. A planning support offered, local response plan has been developed in the the financial
need to be prioritised and team, again on a regional basis, is planning for a mass case of any need to consider local lockdown, SRS team engaged year and into
resourced at the expense of vaccination programme but the likely timescale for a with local businesses and community groups to promote good 2021-22,
other services that are vaccination is still unknown. Enhanced support for staff  |Covid safe practice and where necessary to consider enforcement if particularly in
normally provided, and that wellbeing has been put in place and service provision and |there is an obvious and flagrant public health risk from breaches of view of the
without proper and regular contact with vulnerable individuals has been regulations. enhanced risk
comprehensive planning to maintained even though ‘shielding' has for the time being of the
carry out the additional been halted. A local response plan, should local lockdown prevalence of
functions of test, trace and be required, has been prepared and signed off. the virus
protect, a potential mass Local coronavirus restrictions were replaced when at the increasing Smarter use
12 |vaccination programme and 3 5 15 | Treat end of December 2020 higher-level restrictions came into CMB Jun-2021 | Nov-2021 during winter 3 > | 15| i resources
continued and ongoing force in all of Wales to control the spread of the virus months,
protection of the vulnerable which was accelerating and present in all local although some
(including mental health communities, these restrictions would protect the public of these
services) and previously 5ep-20 |health for people living in the country. Please refer to Risk activities are
shielded individuals to ensure 11 for details of the restrictions in place. likely to stay
they have the services and with us long
support they require, as well as term and will
an advisory and enforcement in due course
role to ensure compliance with need to
Covid regulations, Covid 19 become
virus infections will potentially business as
rise locally with a significant usual
overall impact on public health
and consequential impact on
Invigorating the economy and |There will be an increase in unemployment and the number of local benefit claimants. This impact By seeking to support local businesses and individuals by [Establish the local economic recovery taskforce and identify and
economic recovery - there will |may increase further at the end of the UK government’s ‘furlough’ scheme which has been extended signposting them to appropriate financial support, skills  |implement the recommended actions . Liaise closely with
be a prolonged and deep to the end of March 2021, with the potential for further business failure at that point. In addition training and support services, and progressing schemes to |colleagues in the Cardiff Capital Region and Welsh Government to
economic recession following [there is likely to be a consequential impact on town centre footfall and increased empty retail develop opportunities to set up and establish new identify and target opportunities for investment to stimulate and
the Covid pandemic and the properties, as potentially there will be less disposable spending locally. business. invigorate the economy. Seek to signpost opportunities for training,
uncertainties of the impact of |Increased financial hardship may also lead to an increase in demand for some Council services Local coronavirus restrictions were replaced when at the |[support and new jobs by targeting the work of the Council’s
the UKs withdrawal from the |including those of the economic development, council tax, employability, mental health, domestic end of December 2020 higher-level restrictions came into [Employability teams. Administer and target financial grant schemes
European Union, compounded |abuse and homelessness services. force in all of Wales to control the spread of the virus and provide support to local businesses to adapt to new
by local issues such as the which was accelerating and present in all local circumstances . Progress existing economic development schemes CMB/ Supporting a
13 |mp.end|ng closure of the Ford . 3 15 Treat Sep-20 communities, thes.e 'rest.rlctlons would protect the publl.c to prow.de more opportunities for business ‘start up' by .deve.loplng Economic Jun-2021 Nov-2021 Ongoing c 5 10 succc?ssful
engine plant. health for people living in the country. Please refer to Risk |enterprise hubs throughout the County Borough. Agreeing direct Recovery sustainable
11 for details of the restrictions in place. intervention initiatives where the Council controls the cost of some Panel economy

relevant services, for example free car parking /car parking offers in
town centres, rental holidays/reductions for businesses where the
Council is the landlord. Develop the economic plan and allocate the
Economic Futures Fund, targeting key area*s identified to support
the business and economy of Bridgend.
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Schools closures for extended [Not able to ensure standards, wellbeing and safeguarding of learners. Inhibits progress of those Business resilience plan developed in partnership with Allocation of suitable budget to support additional ICT devices for
periods of time. (In particular |schools in special measures/in need of significant improvement. schools. Use of RRRS (Recruit, Recover, Raise Standards) |digitally excluded learners. Ongoing use of resources made
closures related to the Covid- grant to recruit more teachers to support catch up available through Welsh Government's EdTech project. CSC has
19 pandemic) programmes for pupils. Planning and contingencies provided a range of training to schools. Schools to attend
identified. Strong emphasis of blended learning. professional learning webinars run by CSC. CSC provided repository
14 4 5 20 Treat Sep-20 Identification of digitally excluded learners and provision |of direct teaching resources to support the delivery of remote CMB Jun-2021 Nov-2021 Ongoing 3 5 15 Smarter use
of ICT equipment and connectivity (MIFI units). Use of learning kept up-to-date and shared with schools. Information of resources
Hwb and CSC (Central South Consortium) resources. about resources and professional learning available can be found
Strong support through ICT Schools Strategy Group and on the CSC website.
Team Bridgend.
Schools are not able to Inhibit progress for schools currently in special measures/ in need of significant improvement Strong support from CSC. Support from ‘Team Bridgend’. |Strong support from CSC. Liaison with Schools Executive. Focus on
maintain educational standards Focus on developing more effective cluster working with |developing more effective cluster working with funding from CSC
(whether as a direct impact of funding from CSC used to facilitate approach. Strategy On |used to facilitate approach. Support and challenge from School
extended school closures or A Page (SOAP) developed for each team/cluster. Support [Improvement Group(SIG) and Performance and Financial
15 due to other factors) 5 5 25 Treat Sep-20 |and challenge from School Improvement Group(SIG) and [Monitoring Board. CMB Jun-2021 Nov-2021 Ongoing 4 5 20 Smarter use
Performance and Financial Monitoring Board. of resources
Consideration of use of statutory powers.
The WCCIS (Welsh Community |As all of Bridgend social care records and services are held on this system when it fails social work 5 15 Treat Jun-21 BCBC SSWYV together with the support of BCBC ICT and SBAR (Situation, Background, Assessment, Recommendation) to be
Care Information System) practitioners are unable to check records of individuals known to the service, this could cause legal services will develop a local approach to working completed pulling together the local BCBC issues presenting.
Social care system (national safeguarding issues as understanding previous referrals and interactions and undertaking lateral with the Supplier/Provider to overcome the local WCCIS |Review of legal documents to understand contractual options.
system) will fail to operate. checks are critical to safeguarding decision making. On one occasion when the system failed for 2 issues being experienced and are also exploring all Work with supplier and other LAs nationally and regionally to
This is an ICT system which days, the Authority was not able to provide advice to other agencies on a Safeguarding issue in a possible actions in terms of contract compliance and exit. |deliver corrective action plan. Arrange regular face to face meetings
holds all BCBC social care time crucial way - causing a high risk to children and adults at risk. System down time potentially A review of the local issues facing practitioners and users |with the supplier to agree a local action plan for BCBC. Explore
records and is supported by an |leaves the authority people vulnerable in its safeguarding role. Practitioners would also be unable to of the system will be collated jointly by the service and ICT|options if system performance does not improve. Ensure there is
external contractor. update care and service plans and there is therefore a risk to front line care services. Processing of so a full understanding can be presented to senior robust business continuity arrangements in place to address
documentation which commence services to vulnerable citizens could cause potential delays to care managers within the supplier in meetings with them to contract performance.
packages. In addition, services being unable to share social care records to service providers, and review the ongoing BCBC issues. In addition a review of
partners. The foster care payments system is operated from this system so internal foster carers will the contractual obligations will be undertaken by
not be paid this could potentially result in us loosing foster carers if the payments fail regularly. There colleagues in legal in order that BCBC can challenge any
is also a risk to the ability to in a timely way provide reports and management information for key non contract compliance with the supplier. Action is also
16 social care services to WG. The system is currently failing on a daily basis and /or running so slow that being undertaken as part of the all-Wales arrangements CMB Jun-2021 Nov-2021
makes it unable to function. On one occasion the system has failed for more than a day sometimes with regular links with the programme SRO and exploring
these drop outs are planned but often the system fails without warning and the support from the co-ordinated action on a national basis, recognising that
supplier in overcoming issues experienced has not been robust. The performance of the system is managing and mitigating risks and issues on a national is
causing extreme frustration for practitioners and presents a risk to retention and recruitment as important when dealing with such a well resourced
workers may chose to leave and work in LAs with other systems which perform better. This risk will supplier.
affect the reputation of the Council as well as affecting partnership working as the NHS and other
partners (police and probation working in the MASH) will not deploy a system which performs so
poorly. This presents further safeguarding risks in respect of poor information sharing. There are also
risks to non compliance and the overarching risk is failure to maintain effective and safe services to
vulnerable residents of Bridgend. Undertaking contract enforcement action is itself a high risk strategy
as a new system would need to be procured. Implementation of a new system would move away
from a single integrated system for Wales, would present risks in terms of transfer of records and
would incur significant additional costs
Control Method Definition
Definition Meaning

Treat

To continue with the activity, but at the same time take action to bring the risk to an acceptable level.

Transfer

Transferring the responsibility of the risk to outside the Council.

Risk Scores

1-6 - Green - Low
8-12 - Amber - Medium
15-24 - Red - High



